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Abstract— A mobile ad hoc network (MANET) is an
autonomous system of mobile nodes. The nodes are
free to move arbitrarily. Due to lack of a centralized
secure infrastructure, the communication is prone to
security attacks and the nodes can be easily compro-
mised. Threshold cryptography proved to be an ef-
fective scheme for key management and distribution.
However it adds overhead to routing and increases
traffic in the network. Furthermore, attacks such as
wormhole and Denial of Service (DoS) can compromise
routes through spoofing ARP or IP packets, passively
or actively. Due to bandwidth constraints and energy
conservation, an efficient implementation of the scheme
is critical. We present a new approach to facilitate cer-
tificate packet delivery and reduce the overhead caused
by threshold cryptography. Our experimental simula-
tion indicated good performance of the new approach.
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I. Introduction

SECURITY problems in MANET in term of au-
thentication have been studied extensively in over

two decades. Key management and asymmetric key
distribution were evaluated as feasible methods. How-
ever, relatively less attention has been dedicated to
the security of the routing protocol itself. Zhou and
Hass introduced the public key infrastructure (PKI)
for MANET [25]. Čapkun, Buttyán and Hubaux pro-
posed a self-constructed certificate without a single
trusted third-party [2], [5]. Kong et al. [8] vali-
dated threshold cryptography signatures with asym-
metric mechanisms. The central component of thresh-
old cryptography is the group signature or the secret
sharing protocol, where a signature is divided into
2k+1 pieces and a client seeking authentication needs
to receive at least k pieces to construct a valid signa-
ture. There are also works evaluating the feasibility of
group signature with AODV, an IP-based, on demand
routing protocol [6], [23]. One of the characteristics
of on demand routing algorithms is the separation of
routing discovery and route maintenance. The main
task for the routing discovery protocol is to broadcast
requests and collect replies. Unfortunately, the broad-
cast mechanism itself opens a security hole to mali-
cious attacks. The routes and packets in 802.11b can
be easy targets. Papadimitratos and Haas presented
Secure Routing Protocol (SRP) to combat attacks via
a security association between source and destination
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nodes [19]. Barrière et al. [1] and Fabian Kuhn [9]
used geographical based logic to define the whole rout-
ing path. Hu, Perrig, and Johnson proposed solutions
via time and geography analysis against wormhole at-
tacks [12], [13]. Michiardi, and Molva [17], [18] ana-
lyzed spoofing attacks rooted on selfishness of nodes.
In this paper, we present a new approach to deal with
security problems in routing protocols. We focus on
Dynamic Source Routing (DSR) as our test bed for
its efficiency [10], rich information in the routing dis-
covery packets, and independency from addressing is-
sues [3], [16]. Our main contributions are in two-fold.
First, we propose a geography based routing discovery
protocol combined with threshold cryptography. Sec-
ond, we design a scheme for both secure routing dis-
covery and ARP management that is robust against
forged ARP and IP. The rest of the paper is orga-
nized as follows. Section II discusses security issues in
the implementation of a reliable authentication pro-
tocol for MANET. Section III presents our solution
against spoofing in secret sharing cryptography with
enhanced DSR. Section IV gives an empirical valida-
tion of our security design using OPNET Modeler.
Section V summarizes our research and concludes the
paper.

II. Routing Security and Potential Attacks

Traditional key-based security schemes need to
maintain a strong, unbreakable entity, for either sym-
metry or asymmetry cryptography. However, nodes in
MANET have limit energy conservation and they are
vulnerable to malicious attacks. An authentication
scheme that is based on single trusted third party is
not feasible for MANET. PKI with threshold cryp-
tography has been recognized as one of the most ef-
fective tools in providing security in MANET [23].
Threshold cryptography is centered on a secret sharing
protocol that was developed by Shamir [21]. Similar
schemes have been developed extensively in the litera-
ture. For example, Zhou and Hass [25] proposed using
distributed delegations in MANET. Related concepts
were discussed in [4], [11], [26]. Similar to route dis-
cover protocol, the group signature protocol locates
authorized nodes via broadcasting. A nature of broad-
casting is its lack of destination information. In other
words, we accept any kind of feedback correspond-
ing to this broadcast request. Some spoofing attacks
take advantage of this weakness by forging informa-
tion or entering the promiscuous mode to receive in-
formation. These attacks can be easily achieved via
ARP cache poisoning. Some intrusions could be de-
tected by RARP. However, the cost would be too high
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for MANET. Moreover, current ad hoc secure routing
does not detect whether an access request reaches au-
thorized nodes safely nor does it detect DoS attacks
launched at authorized nodes.

III. A Secure Geography Based Routing
Protocol

In Shamir’s threshold cryptography, the authenti-
cation protocol requires a node to receive enough par-
tial signatures from other authenticated nodes to con-
struct a full signature. A node sends out a request for
certification (CREQ) and any nodes that receive the
request will process this request and send a partial sig-
nature back (CREP) if qualified. The original sender
collects those CREP to construct a valid full signa-
ture if there are enough replies within certain period
of time. Similarly, the routing discovery protocol also
sends out Route Request Query (RREQ) and collects
Route Request Reply (RREP) in various on-demand
ad hoc routing discovery protocols. The difference is
in the reply mechanism. For RREQ packets, the des-
tination node sends a RREP and the nodes on the re-
versed route propagate the reply before time expires.
In contrast, the CREQ needs to reach multiple nodes
to get partial signatures. Thus a qualified node not
only replies with a CREP, but also relays the CREQ
to other nodes. Various addressing schemes can be
used to reach multi nodes, such as multicast address.
Nevertheless, the purpose of re-constructing a full sig-
nature is to use it as a certificate to request for services
from certain destination authorized node. Even if the
client seeking services has successfully re-constructed
a full signature, it still needs to send out a RREQ to
get a route to the destination resource. In essence,
a routing discovery begins after the authentication is
complete. The routing discovery goes through similar
process as the authentication.

A. A Combined Reply Packet for CREP and RREP

Like in [14], [22], [23] we distinguish two types of
nodes, one is qualified to sign certificate (AN , Au-
thority Node), the other can only send out request
for certification (RN , Request Node). The challenge
for this protocol is to help an RN get enough par-
tial signatures from ANs. An RN sends out CREQ
whenever it needs authentication. Before the CREQ
timeout, the RN keeps listening in order to collect
enough partial signatures and in the meantime helps
forward other CREQ from other RNs. On the other
hand, an AN listens for CREQs. Once an AN receives
a CREQ, it checks whether the CREQ is valid. If it is,
the AN signs its partial signature, sends a CREP to
the source and forward the CREQ if the CREQ is not
timeout. If the CREQ is not valid or it is timeout,
the AN simply drops the packet. Assume that the
RN re-assembles the full signature successfully and
attempts to connect to the destination AN for ser-
vices. The RN will need to start another broadcast
to inject the RREP into the route. The route request
is considered redundant since the CREP for certifi-

Fig. 1. DoS Attack via ARP Poisoning

cation should have similar information in its packet.
The DSR packet doesn’t rely on IP-routing overhead
in each node but the travel history of each packet to
discover the route. Also the routing table in DSR
doesn’t depend on topology understanding. The RN
should not need a second flood for routes while its
CREP already brings back rich information.

B. ARP Poisoning and Broadcast Storm

Key distribution and management can be handled
well via the secret sharing scheme, but malicious nodes
can still target RN or AN with DoS. The most serious
attack can block RN from accessing the destination
AN even after the RN successfully re-constructs a full
signature. In a real word example, a missile might fail
to fire because the operator had difficulty in finding
a communication route to the missile. Unfortunately,
those generals who signed their signatures won’t be
aware of the problem. In ARP poisoning, a partic-
ular attack can be launched by sending bogus ARP
information about the destination AN . As shown in
Figure 1, malicious nodes can send out RREP with
its MAC address to mislead the source node. The at-
tack might be a wormhole if the attacker only wants to
overhear the information, however, it could be a DoS
attack by blocking destination node receiving queued
packets from the source. Address resolution protocol
(ARP) is an essential part as long as IP addressing
scheme is still used in 802.11b. The most common
way to prevent ARP poisoning is static ARP table for
each node. A drawback for this solution is the dif-
ficulty of address changing. However, the trade off
for this option seems not bad if we can improve per-
formance and security tremendously. The significant
improvement of the performance is the elimination of
broadcast storm caused by reply messages, as shown in
Figure 2. A well-designed static ARP table can still
work with changeable IP address and eliminate un-
necessary broadcast. For example, we can assign each
node with three different IP addresses and use inter-
faces to rotate the matching channels and addresses.
Nevertheless, this would be an optional choice since
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Fig. 2. Reply Broadcast Storm

not all the existing scenarios can have static ARP ta-
ble. Another way to reduce broadcast storm is dis-
cussed next.

C. A Geography Based Filter

The group signature scheme can only protect the
shared secret, not the routing information itself. We
purpose a new approach against DoS based on the spa-
tial relation in the request node (R), the destination
authorized node (DAN), and other authorized nodes
(ANs). In our hybrid discover protocol design, our
goal is to protect the route from S to DAN while col-
lecting partial signatures. DAN needs to give up the
reply opportunity since DAN itself is the most possi-
ble target of attacks. In Figure 1, the malicious node
can also corrupt the route by providing forged rout-
ing packets from the very beginning. Let D(ni, nj)
be distance between nodes ni and nj . If D(S,AN) is
shorter than D(S,DAN) in the same radio propaga-
tion range of the source S, an AN will not reply the
RREQ message. It can only send back its partial sig-
nature or only passes it to the next node. These ANs
are also considered high risks because any misbehav-
ior node can fake route replies. To detect malicious
nodes in this area, node S wastes unnecessary energy
to perform RARP. The protocol only asks DAN to
give its signature when RREQ reaches DAN . Af-
ter DAN signs the RREQ, the packet needs to be
passed to other ANs to verify this signature and send
RREP back to S. To prevent TCP failure caused by
cached routes, we select those routes with DAN in-
formation. The qualified reply packets we accept are
from nodes replying a route with DAN in the route.
This route carries DAN ’s signature and another AN ’s
authorization. A multilevel trust can be made by set-
ting the number of ANs need to be passed before any
AN sends an RREP to the RREQ.

There are other advantages we get from this through
spatial relationship. First, the reply ARP broadcast
would be limited to certain direction and the cached
MAC-IP can be reused. Second, since reply must

Fig. 3. A Geography Based Filter

be returned via DAN , reply time can be more dis-
tributed. The route should be formed as bellow:

S(n) → [RNiorANi] → DAN

→ [RNj ] → AN → [(Options)]

There are possibilities that other RNs might be in
this chain. The propagation radius denoted Pr is
the same for every node, including malicious nodes.
Each node has three neighbors with equal distance.
For mobile adversaries between S and DAN , attacks
need to broadcast CREP and RREP to gain responses
from other ANs. In Figure 3, the broadcast from the
malicious node (M) connecting to S makes no differ-
ence from DAN ’s broadcast. In Figure 4, the intruder
needs to compromise an AN to get the partial signa-
ture before forging the message. For any node such
that D(S,M) is greater than D(S,DAN) and is lo-
cated in the shaded area, DoS attacks toward DAN
will fail because when packets travel to DAN , the
packages are considered in a loop and get dropped by
DSR algorithm itself. The qualified reply will need

Fig. 4. Geographic Distributed Reply
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to perform two tasks: to get DAN ’s signature and
to find at least one more AN after DAN is found.
The two-step source routing performs the adminis-
trator’s job in BSD with LSRR (Loose Source and
Record Route) in RFC 791. Compared with reputa-
tion based scheme, there is no extra overhead we need
to pay. Methods using various multicasting scenarios
only reduce the reply broadcast storm but leave more
security problems in DoS for weakening the broadcast
randomness. Malicious nodes can still attack in this
scheme. However, the attacks would become passive.
In other words, it depends on the next replied AN .
Another method to compromise group signature is to
attack other ANs to cause single reply failure. Due to
fault tolerance in threshold cryptography, the attack
only affects the success of the request when enough
ANs fail to reply. Our design also prevents wormhole
attack between R and DAN , since no reply messages
will be directly accept between them if the mobile ad-
versary performs the same routing algorithm.

IV. Evaluation

We propose a hybrid threshold signature scheme
along with a geography based filter. The model we
design considers different speeds and ARP cache sizes.
Our simulation uses OPNET Modeler 10.0. MANET
module. We modified the DSR module to implement
our geography based filter, the hybrid route discov-
ery, and group signature protocol. All simulations
have 60 MANET nodes, 20 of which are ANs, the
rest are RNs, in a 400m square area. Each RN at-
tempts to connect to a specific DAN with partial sig-
natures gathering from ANs in the area for average
60 seconds, observing Poisson distribution. The to-
tal simulation time for each scenario is 900 seconds.
We define a successful request as a TCP remote access
with enough partial signatures, in this case, more than
7 signatures. The Successful Request Rate (SRR) is
defined as bellow:

SuccessfulRequestRate =
#ofSuccessfulRequests

Total#ofRequests

A. ARP Cache

We conducted experiments to evaluate performance
of fixed and mobile nodes with different ARP cache
sizes. We found that ARP cache is still helpful in
MANET. Another performance comparison was done
using pre-define static ARP table to improve success-
ful request rate. The static ARP table records IP-
MAC address mapping before the simulation starts to
send request packets. Nodes can load partial tables
into memory depending on the cache size. We found
that without the static ARP table the successful re-
quest rate drops down dramatically. The most signif-
icant improvement was observed when nodes act dy-
namically. We believe that ARP doesn’t impact per-
formance much for most fixed node scenario because
of the fixed geographical relationship. Table I lists the
parameter settings in the experiments. Table II lists
the successful request rate in different settings. In all

experiments, the data rate was fixed at 1 Mbps. In
the mobile cases, the speed was set to 20 m/s.

Scenario RN AN ARP Rate Speed
ARP1 40 20 1 1 0
ARP10 40 20 10 1 0
ARP25 40 20 25 1 0
ARP40 40 20 40 1 0
Mobile Arp1 40 20 1 1 0
Mobile Arp10 40 20 10 1 20
Mobile Arp25 40 20 25 1 20
Mobile Arp40 40 20 40 1 20
No Static Arp 40 20 25 1 20

TABLE I

Parameters for ARP Experiments.

ARP1 ARP10 ARP25 ARP40
Fixed 88.97 93.79 85.76 86.03
Mobile 90.86 91.03 94.66 95.54
No Static N/A N/A 38.77 N/A

TABLE II

Successful Request Rate.

B. Speed

To evaluate the performance of dynamic movement,
we added mobility for nodes in the scenarios. Five dif-
ferent speeds are compared in our simulation, namely
0, 1, 5, 10, and 20 m/s. It was observed that, com-
pared with other ground speeds including 0, the suc-
cessful request rate didn’t drop much when the moving
speed went up nor did the received CREP rate. The
topology changes as nodes move around but it has no
impact on the protocol. The results in table 4.4 show
that although we exclude certain replies through ge-
ography based filter, the group signature protocol still
performs robustly. Due to the nature of DSR and ra-
dio propagation, the packet records DAN and AN by
time only. A route may still have very good chance
to reach the DAN and successfully set up the TCP
connection. Table III lists the parameter settings in
the speed experiments and the successful request rates
(SRR) in different settings.

Scenario RN AN ARP Speed SRR
Speed0 40 20 1 0 91.72
Speed1 40 20 1 1 91.21
Speed5 40 20 1 5 91.92
Speed10 40 20 1 10 91.55
Speed20 40 20 1 20 90.86

TABLE III

Parameters and SRR for Speed Experiments.
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V. Conclusion

The group signature authentication protocol is de-
signed to make communication in MANET securer
and can be implemented with various on demand rout-
ing protocols. One drawback for the secret sharing
scheme is that too many entities communicate the se-
cret at the same time. Previous works proposed vari-
ous flooding mechanisms, such as multicasting, to re-
duce the reply storm. However, simply reduce reply
entities might results in security issues such as DoS
attacks targeting a specific group of nodes. Also, nei-
ther threshold scheme nor the routing protocol can
prevent DoS attacks from compromising the route to
DAN . If we fail to access DAN , the service request
would still fail even after the certificate request suc-
ceeds. The advantage of using the geography based
filter is that both the reply storm from neighbors and
potential DoS attacks are stopped. So far, since IP
is still the major address scheme in 802.11b, there is
no way we can avoid ARP cache poisoning. We sug-
gest that MANET nodes should use static ARP table
design to reduce the risk and to take advantage of
the efficiency, especially with mobile nodes. The lim-
itation of IP address changing is considered reason-
able since MANET is used for special purpose most
of the time. In this paper, we use Modeler to evalu-
ate our security design. The authenticate handshak-
ing is integrated with the threshold signature scheme
by creating a delegation. Our simulation provides a
feasible framework to develop a prototype for secur-
ing MANET with geography based routing. Figure 5
summarizes the impact of different settings on the suc-
cessful request rate. The number of RNs was fixed at
40 and the number of ANs was fixed at 20. The data
rate was fixed at 1 Mbps. More works need to be done
for implementing the proposed approach with various
routing protocols.

Fig. 5. Successful Request Rate for the Scenarios with 20 ANs
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